Many types of goods and
research exchanges may require

security export control.
Overseas research meetings, moving out
research equipment, temporary returns to your
home country, studying abroad, research
exchange and webinars with non-Japanese
residents—these could be subject to

—N security export control. ‘
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Introduction

The security export control mentioned in this booklet refers to international approaches
aiming at controlling specified goods and technology in order to preserve peace and
security in Japan and the international community.

Specifically, goods and technologies are to be verified prior to export or transfer
in order to ensure that they are not diverted to military use, such as weapons of
mass destruction (WMD) or conventional weapons. In Japan, regulations have been
established in accordance with the Foreign Exchange and Foreign Trade Act (FEFTA)
and exporting goods or transferring technology under these regulations requires a
license from the Minister of Economy, Trade and Industry.

This booklet introduces regulations related to security export control, examples of how
to respond to the regulations, and points of contact for consultations on related issues.

We ask for your cooperation in preventing legal violations, unintentionally
hampering international peace, and allowing safe and secure research activities at
Chiba University.

Academic Research & Innovation Management Organization
Chiba University

Security Export Control Handbook
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Matters subject to export control goods & technotogy)

Export of goods
The point of export: When cargo (goods) is loaded onto a ship or airplane to be sent
from Japan to overseas

Transfer of technology [service transactions)

Technology: Defined as the specified information required for the design, manufacture,
or use of goods

Transfer: Defined as making goods ready for use by others (by all methods including
verbally (including technology presentations and meetings conducted via the internet),
email, documents, research guidance)

Transaction: Defined as an agreement between the relevant parties in a transaction
regardless of compensation

Main examples of specific acts

Export acts: Taking packages (using transport companies, EMS, etc.] outside Japan
(including taking items back to one’s home country carried in hand baggage)
Transfer acts: Verbal transmission (by telephone, webinars, presentations, research

guidance, meetings, hosting site tours)
Email delivery

Transfer via flash memory media
Distribution of letters and printed materials

4 Security Export Control Handbook
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Matters subject to export control (goods & technology)

Goods are considered to be exported when they are taken out of the country. In
addition, transferring technology to a “non-resident” (please refer to page 10) or to
“a resident for the purpose of transferring to a non-resident” or to “a resident under
the significant influence of a non-resident*” regardless of whether they are in Japan
requires a license from the Minister of Economy, Trade and Industry.
However, limited to the “transfer of technology” the following acts can be conducted
on an exceptional basis without being subject to the regulations of the FEFTA.
¢ Transfer of technology that has already been made public to many and
unspecified persons through newspapers, books, magazines, catalogs, files on
electronic networks and so forth.
¢ Transfer of technology that is accessible to many and unspecified persons such
as via academic journals, publicly available patent information, and transcripts of
symposiums open to the public.
¢ Transfer of technology that can be acquired or heard by many and unspecified
persons through such events as factory tours, lectures, and exhibitions.
¢ Transfer of programs with source codes that are open to the public.
¢ Transfers for the purpose of making the technology available or viewable to
many and unspecified persons, such as drafts of presentations at academic
conferences or materials to be distributed at exhibitions.

Note: The conditions for “public” and “many and unspecified persons” means that the exceptions do not apply
[response in compliance with the FEFTA and related regulations must be followed] in cases where the
items are made public for a limited time in order to transfer them to specified persons, conditions are set
regarding the qualifications for transfer, and confidentiality obligations are set.

In addition, such exceptional provisions do not apply to the “export of goods”.

* “Aresident under the significant influence of a non-resident” refers to a person who is under the substantial
control of a foreign government or its affiliated agencies by contract or by economic interest, or a person who
is acting in Japan under the instructions of a foreign government or its affiliated agencies.

(\. (f\‘)

What applies here?
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Matters subject to control
(goods & technology) @\ ¢t

Two controls that need to be checked
(List Control and Catch-ALl Control)

List Control
Materials and products that can be used as or to develop weapons are listed in

accordance with the agreement by the international export control regime (framework].

There are 15 categories and control items (including their components, etc.) as well
as their technological specifications that have been stipulated. These are available on
the Matrix Tables (excel data) on the Ministry of Economy, Trade and Industry (METI)
website. » Please refer to page 12 for the main items.

Catch-All Control

The following two conditions must be verified regarding goods that are not subject

to List Control, and if any of the conditions apply, a license must be obtained prior to

export or transfer.
End-use condition: Is there any concern that goods or technology exported or
transferred from Japan could be used for weapons, etc. [purpose)
End-user condition: Is the recipient or end user of goods or technology engaged
in the development of weapons of mass destruction (or had they been engaged
or was there any concern over this in the past]?

The Foreign End User List (a list of institutions of concern published by METI) must
be checked too.

In case the items are subject
to regulatory control and/or
the criteria for license submission
are reached after checking
the two controls above.

An export license from
the Minister of Economy,
Trade and Industry is required.

8  Security Export Control Handbook
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Distinguishing between residents
and non-residents (technotogy)

Classification

Japanese 1) Persons who reside 1) Persons who reside outside of Japan for the
in Japan purpose of working at an overseas office
2) Persons who work at 2] Persons who reside outside of Japan for the
Japanese embassies purpose of living overseas for two years or longer
and consulates 3] Persons who are staying outside of Japan for two

years or longer

4) Among the persons in (1] to (3), those temporarily
returning to Japan whose period of stay is less
than six months.

Non-Japanese 1) Persons who work at an 1) Persons residing outside of Japan
office in Japan 2] Persons engaged in official duties of foreign
2) Persons who has been governments or international organizations
staying in Japan for six 3] Diplomats, consuls or their accompanying
months or longer staff or retainers (only those appointed or hired

outside of Japan)

Corporations and 1) Japanese corporations/ 1) Overseas corporations/legal persons

legal persons legal persons 2] Offices, branches, and sub-branches of Japanese
2] Offices, branches, and corporations in other countries
sub-branches of a foreign  3) Diplomatic offices of foreign governments and
corporation in Japan international organizations in Japan
3) Japanese embassies and
consulates

In addition, members of the US armed forces or the
United Nations Forces.

Source: Ministry of Finance notice,
“Interpretation and Implementation of the Foreign Exchange Laws and Regulations”.

A
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Summary of List Control Items
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Example of items 155 & B 51 (—3R)

Weapons, explosives, military goods, bacterial preparations, DNA,

1. Weapons pathogens 1. HER HEr BAY) - 550 MEEA - DNA-BRE
Nuclear fuel, reactors, radioactive material, numerically controlled R S . Hy B r S . ] Se S 77 4 00
2. Nuclear power machine tools, frequency convertors 2. RFAH BIRR) JRFIF - ST E - BUE TR - B S s
8, Chemical weapons Raw materials for manufacturing chemical warfare agents 3 {bF 2R bZ ERRELER D RAIBLA]
32, Biological weapons Svregaapno'rjjsv toxins, genes, and viruses used in making biological 3-2 YRR M ERICERT A R BET I LR
4 Missiles E}c;ic::;:nmanned aircraft, propulsion fuel, engines, composite 4 SHAIL O4 k- 48 AJRZEHE - IR TS S AR
5. Advanced materials Fluorme compounds, superconductive materials, composite 5, o ] Ty Ry BEEHE - EA MR- R
materials, carbon fiber
6. Materials processing Egji;:'?;ﬂmbms' measuring devices, machine tools, coating 6. MEHIT W-OMy N RAIEERE - TEEWR- -7« V%8B
4 B ooy devcas L RAUEnEy Sneyzers wavelorm 7 TLUMOSOR  EREN AREL BRESNE HUEELE
8, Electronic calculators  Electronic calculators or their peripheral equipment and parts 8. BFErEHE BT EHE LB ZONBEENIFINS DA MH®
9. Telecommunications Commumcatlons equipment, encryption deylce; equipment 9. BiE GERBERE BB BEHIEBEY AT A
designed to prevent information transmission signal leakage
10. S Photoet.ectnc detectors, specialty cameras, laser oscillators, 10, Ly — WA HEE AR X S | —H — RIS ARBO L — 5 —
synthetic aperture radar
11. Navigation devices Accelerometers, gyroscopes, inertial navigation systems 1. MEEE IEEE- Vv OXD—7 - BHEfEEE
12. Maritime-related Submarines, hydrofoils, sea rescue systems, sonar 12. B F R TR - KRR BB S R T LY F—
13. Propulsion equipment  Satellites, gas turbine engines, unmanned aircraft 13,  HEEE ANIHEE-HRI—EYT VI Y -EAMZEE
14, Miscellaneous Powder metallic fuel, diesel engines, explosive trace detectors 14. Z DAt MAROEBEBRRL- T« —CI TV Y Y - BRYFEANEE
15, Sensitive items Inorganic fiber, conductive polymers, digital telecommunication 15. A= MAE G EEE A FUY EEES

transmission equipment

C

(
q:)

Don’t export

BREEERED

these items

without a license FFEIRL, 0
from the Minister of SnsoSmE%E
Economy, Trade and B LTI X

Industry.
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Examples of diversion of items for both
military and civilian uses (goods & technology)

There have been many cases of goods and technology intended for civilian use actually
being used in weapons.

The table below shows just a few examples. In particular, research conducted at
universities in the areas of advanced science and technology is recognized as having
the potential to be diverted to military applications. It is therefore necessary to confirm
the specifications, end-users, and end-uses of these goods and technologies before
exporting or transferring (transacting) them.
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| Usesof concern

Manufacture of
Machine tools centrifuges for
enriched uranium

Civilian uses

TARHE Z 2
=

HENED
S P UIHI

Manufacture of
automobiles and
cutting
) . Raw materials for
Sodium cyanide . Metal plating process
chemical weapons 4
Q =

Extraction of bacteria
for the manufacture of
bacteriological weapons

Desalinization of
sea water

Filtration
equipment

Goods exported

for civilian use

. / Structural
. Structural materials ) —
Carbon fiber S materials for =
for missiles A
aircraft

must not be diverted to

uses of concern.
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Penalties for legal violations (goods & technology)

g/(;[; y

Exporting goods or transferring technology without obtaining S

the required license from the Minister of Economy, Trade and
Industry is subject to criminal penalties and administrative
and other sanctions. Both legal persons and individuals are
subject to penalties and sanctions.

Criminal charges Administrative sanctions

¢ Fines of up to 30 million yen ¢ Prohibition of goods export or e Publication of the names of
for individuals and up to 1 technology transfer for up to violators on the METI website
billion yen for legal persons, or  three years e Contract terminations with

up to five times the value of the relevant organizations
goods or technology exported * Reports by media and others
or transferred
e Imprisonment for up to
10 years

Measures to be taken to avoid legal violations

Faculty members, researchers,
and other University employees
~ 1. Pre-check by using forms designated by the University
2. Review within the University and acquisition of licenses
m from the Minister of Economy, Trade and Industry (in the

case of applicable transactions)

o Students (including international students)
ia( 1. Make sure to consult with your academic advisor

| regarding items based on your academic advisor’s
research guidance and goods and technology transfer
managed by your research department.

- -4 a2 Forindividual goods export and technology transfer
through individual research activities, check the METI
website or consult with the contact person at METI and

follow the required procedures.

16 Security Export Control Handbook
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Examples of responses to export control
(technology)

Here are some examples related to security export control and responses taken by
University employees and students.

As for students, the University is the exporter for activities carried out under the
guidance of faculty members and activities of students under projects funded by the
University. For those cases, faculty members should follow the procedures and consult
with relevant offices.

Primary websites to visit:

Export control for University employees Chiba University website (campus intranet)
https://gakunai.jm.chiba-u.jp/gakujutsu/anzen/anzen.html (internal access only)
Personal exports by students METI website (personal exports)
https://www.meti.go.jp/policy/anpo/kojinyushutsu_english.html

1 Presenting and giving lectures at
= overseas conferences (including
those held over the internet)

Faculty members, researchers, and other University employees

Verify security export control in advance for overseas business trips
(schedule) using the pre-check sheet on the University website.

Students (including international students)

For the individual research activities of students, a license is not required
for lectures and handouts provided to many and unspecified attendees
at academic conferences and presentations that are open to the public.
However, if the technology is transferred at other places, export control
is required as an individual by referencing the criteria of List Control and
Catch-All Control.

18 Security Export Control Handbook
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Examples of responses to export control

(goods)

2.

with their academic advisor

Sending (and hand carrying) goods and research
equipment overseas (including those received
domestically with a clear intent to transfer overseas)

Faculty members, researchers, and other University employees

Goods are considered exported when they are loaded onto a ship or aircraft to be

sent outside of Japan. It is necessary to follow the University's export procedures
regardless of whether the goods are to be mailed, hand-carried, or taken back to
one’s home country. In the event of shipping via transport companies or moving
companies, the University will be the party with the intention to export, so the
University is required to undertake export control as the exporter.

Students (including international students)

The University will be the exporter when sending goods requested by academic
advisors. Academic advisors should follow the University’'s export procedures.
In addition, make sure to confirm with your academic advisor and follow the
appropriate export procedures when taking out research equipment managed
by the University or your research laboratory.

When taking out research equipment (including commercial products)
for conducting individual research or when on personal travel, make sure
to check the Certificate of Non-applicability from the manufacturer. Also, it is
important to check specifications on your own against the “Goods/Technology
Matrix Table” published in the Security Export Control page of the METI website.
The same applies to items to be shipped by transport companies.

(f—\ ‘)

Students should discuss

before proceeding with

export procedures.
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Examples of responses to export control
(goods & technology)

3.

Medium to long-term departures from Japan, such as
going overseas for research, temporary returning home of
international students, and study abroad of students

Faculty members, researchers, and other University employees

Students (including international students)

e Please consult with your academic advisor when instructed to take out
research equipment or samples from research laboratories or when

you transfer technology owned by your research laboratory to your host
university. The academic advisor should follow the University’s export
procedures.

International students returning home temporarily or students studying
abroad on a personal basis are responsible for complying with the FEFTA
and export control measures when taking out materials, equipment and

gifts or when transferring technology.

When taking PCs and other devices that contain research information,
export control procedures are not required when research information
is not disclosed to others, since it will not be regarded as transfer of
technology (when there is no direct or indirect disclosure of research
information to a non-resident).

22 Security Export Control Handbook
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Examples of responses to export control (goods & technology)

4.

X
o 09 »
Exchanges with overseas i I
researchers visiting Japan “

Faculty members, researchers, and other University employees

Providing prototypes (goods] in Japan in itself is not regarded as exporting
but providing them to parties with a clear intent to subsequently take them
out of Japan is tantamount to exporting. Therefore, export control must be
conducted on such goods.

As a general rule, please follow the University's pre-check procedures
related to export control with regard to the provision of research and
meetings. In the case of unexpected visits where there is no time to follow
the proper procedures in advance, limit the content of information to what
has already been made public in a thesis or other publications. Manage
non-public information to prevent legal violations from communicating it on
that occasion. Also, make a record of the content of information provided
and conduct procedures afterwards.

Students (including international students)

Communicating information managed by your research laboratory without
confirmation from your academic advisor or similar authority not only risks
violating the FEFTA, but also it could be a crime violating trade secrets
under the Unfair Competition Prevention Act in case the information

is undisclosed. It is important to confirm in advance if the research
information you hold (or know] is subject to the FEFTA. When conveying
your personal research information, take due care to confirm and organize
the content and whether the information has been made public through
research publications.
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Examples of responses to export control (goods & technology)

5.

Participation in research exchange projects
and events with overseas researchers sponsored
by the government

It is easy to assume incorrectly that events sponsored by the government to
promote research exchanges do not require export control. However, there are
no stipulations, exemptions, or preferential treatments under the regulations.
Those intending to export must conduct the appropriate export controls.

Faculty members, researchers, and other University employees

Please follow the University's export control procedures as the same with
other transactions when hosting research exchanges at the University as
part of a national project or government-funded project. For example, when
you are invited to an embassy or participating in a gathering of overseas
researchers hosted by an international exchange organization, you are
responsible for complying with FEFTA.

Students (including international students)

Please consult with your academic advisor in advance if you plan to transfer
technology while participating at a research exchange event with your academic
advisor held at the University as part of a national project or government-
funded project. As in other cases, it is important to know whether the
technology has already been made public or not, and comply with the FEFTA
for exchanges with individual researchers on such occasions.

Let’s conduct
proper export control

even for government-

sponsored events.
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Contact point for inquiries and consultations

| would like to export goods or transfer technology

Faculty, ‘
researchers, and

others who are
employed by the
University

Students (including
international
students) who are
not employed by
the University

A\
\\(

Export control by the University ~ University
Creation of pre-check » Where to submit
sheet Administrative office of each
department

Items based on the
guidance from academic
advisors or export/
transfer of goods/
technology managed by
research laboratories

Export control by individuals

Export/transfer of goods/
technology by individuals
during individual
research activities

General inquiries related to
the security export control
Research Optimization and
Safety Promotion Office
Extension: 3563

E-mail: kensui-anri@chiba-u.jp

METI

Please refer to

the METI website:
https://www.meti.go.jp/policy/
anpo/englishpage.html
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If you have
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to contact us.
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any questions, DM BHEL
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please feel free

to contact us.

CHIBA UNIVERSITY
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